The first method detects the beacon frames send by smartphones, laptops and other WiFi enabled devices in range using Libelium Meshlium Xtreme monitors. Their MAC addresses and the signal strength is measured by the Meshlium Xtreme and stored on an external database. We call this method WiFi monitoring. The second method a Wifi enabled device, like a smartphone, measures the signal strength of multiple Wifi Access Points in range to localise itself based on a previously created radio map. This method is known as WiFi fingerprinting.
INTRODUCTION
The research was focused on two Wi-Fi based localization methods, Wi-Fi monitoring and Wi-Fi fingerprinting using the existing WLAN infrastructure. The first method detects the beacon frames send out by mobile devices, laptops and other Wi-Fi enabled devices in range using Libelium Meshlium Xtreme monitors -Wi-Fi monitors (Libelium, 2013) while in the second one a mobile application receives signal strength measurements from multiple access points and compares them with the values obtained in a previous (training) phase. The main question that needs to be investigated is how suitable these methods are for a context aware 3D indoor navigation system for the Hubei Provincial museum. The system demands a few requirements of the localisation part. The most important requirement is to provide the location of the user to the application so that the right starting point in the navigation network to be assigned. A second requirement is to provide the room in which the user is located to be able to inform the user on the exhibits in that room. Moreover, the system has to be able to provide the real time location of the user. Besides these user-and application-requirements, there is also a requirement from the museum point-of-view. The museum should be given insight on the behaviour of people and the amount of people present in the museum.
WIFI MONITORING
The Meshlium Xtreme router launched by Libelium company is the Wi-Fi monitor that is used in the current project. Meshlium Xtreme is a multiprotocol router for wireless sensor networks designed to connect ZigBee, Wi-Fi and Bluetooth sensors to the Internet through 3G connectivity. It allows the detection of any device working with Wi-Fi or Bluetooth interfaces, such as iPhone and Android devices. In this research the device is going to be used to detect mobile devices through their Wi-Fi connection. The information read from each user by the Wi-Fi monitor contains: -The MAC address of the wireless interface, which allows identifying it uniquely. -The strength of the signal (in RSSI quality (0-100%) from signal strength -90 dBm and -40 dBm) -The vendor of the Mobile device (Apple, Nokia, etc) -The Wi-Fi Access Point where the user is connected (if any). Users not connected to an AP will be showed as "free users". The recorded data can be stored in a local or an external database. The Wi-Fi monitor is plugged into the power, which allows the administrator to read the data when connected to the device. However, if the Wi-Fi monitor is connected to the internet, the records can be sent to an external database. This makes it possible for the administrator to access the data from any place when provided with Internet connection (Libelium, 2013) .
During the testing phase the benefits and drawbacks of the WiFi monitors were revealed. The major issue with the Wi-Fi monitors is that the interval between two successful scans of the same mobile device is large (a couple of minutes). The scanning cycle of the Wi-Fi monitors is set at 5 seconds in most cases and even 2 seconds at times, but still the interval between two scans is between a minute and a couple of minutes. This is most likely due to the active scanning of the mobile devices and the interval between probe requests. Probe requests are the active scans by the mobile device. "During active scan, the client tunes its IEEE 802.11 radio to the channel being scanned and broadcasts a probe request in order to listen to any available probe responses from APs on the specific channel with the matching SSID" (Sidiropoulos et al., 2012) . A directed probe requests let the client send a name-specific SSID request on which the specific SSID will response. A broadcast probe with a null SSID will cause all the APs to respond and these requests can be picked up by the Wi-Fi monitor. For a mobile device that is asleep, it sends out a probe request every minute. When the mobile device is in stand-by it sends out a request every 4-6 seconds. Only manual scanning for networks by the user can increase the interval (Cisco, 2013) . The interval between the probe requests and the scanning cycle of the Wi-Fi monitors causes the Wi-Fi monitors to miss some requests, which leads to larger intervals than necessary. For localization purposes the current interval between two scans is too big, because within a minute a user can already be moved from one room to the other. Also it is desirable for a localization system that all Wi-Fi monitors, in our case two, to scan the user at the same time. This cannot be guaranteed with our Wi-Fi monitors. A smaller interval between consecutive probe requests would be a solution to scan the mobile devices more often. According to Musa and Eriksson (2012) a smaller interval can be achieved by "opportunistic AP emulation". Besides the broadcast probes a mobile device sends out frequently, it also frequently sends out directed probe requests for a specific SSID that it has been associated to in the past. The idea is to change the SSID of the Wi-Fi monitor in a SSID that the user has used in the past. In general this SSID can be well known providers that are in the memory of many mobile devices. When the mobile device tries to associate with the "known" SSID, it will encounter a different security protocol than it has remembered for that SSID. Because it cannot connect to the AP with the unknown security protocol it will continuously sending out null packets to see if the AP is still there. In that way the theory on how the Wi-Fi monitor will receive additional probe requests is explained. In practise, the performance was not improved.
The second issue was that not all mobile devices were scanned by the Wi-Fi monitor. Especially newer devices tended to be invisible in the logs. At a certain time, one of these newer devices did show up in a log of one Wi-Fi monitor but not on the other. Apparently, one of the Wi-Fi monitors had been previously updated and the other was not. After updating the Wi-Fi monitor, the newer mobile devices were scanned.
Implementation of the Wi-Fi Monitors
Being aware of the disadvantages of the Wi-Fi monitors, for determining the implementation of these devices the advantages are equally important. All mobile device types are detected which makes this method accessible for all users, including users of Apple devices. Also the possibility to store all the data externally on a database is a big advantage. In this way all the data can be reached from any location without the need for information from the mobile device of the user. This last advantage can be used for providing information to the museum. It has been demonstrated the direction of the movement of people can be computed and also the amount of people can be calculated by using information provided by the Wi-Fi monitors. The museum managers can retrieve this information every moment of the day from their computer, without specific information from the user.
FINGERPRINTING TECHNIQUE
Fingerprinting is a commonly used indoor localization method due to the high accuracy of location determination and low costs of implementation as it is usually possible to use (a part of) the existing infrastructure (Haojun et al., 2011) . Another advantage is that this technique can have a high location calculation frequency, also called location granularity. This means that the location calculation frequency can be adjusted to what is necessary for the purpose of the indoor localization. This makes it employable for a wide range of purposes. However, there are also some important disadvantages of Wi-Fi fingerprinting. Firstly, implementation is extremely time consuming since the offline phase takes a lot of time and effort (Machaj and Brida, 2012) . Secondly, fingerprinting does not work well in open spaces due to the lack of unique signal strengths in such spaces (Lu et al., 2013) . Thirdly, there are many external circumstances that influence the accuracy of the localization. For example, the presence of public or using different kind of mobile devices influences the measured signal strength and thus the accuracy of the measurements (Ma et al., 2008) . Finally, an important disadvantage of this technique is that Apple devices are excluded from this localization method because they are not able to carry out a Wi-Fi scan since all such sniffer applications are banned (WlanBook, 2013) . Fingerprinting is based on comparing the unique signal data from a source send at a particular location with a radio map of data (Fallah et al., 2012) . Localization based on fingerprinting technique includes two phases, an offline phase and online phase. The offline or training phase is about collecting the data for the radio map and in that way obtaining a unique signature of signal strengths of different access points at multiple locations at the research area. The online phase includes the comparison of the received signal strength values to the radio map and in that way give the approximate location of the user (Rehim, 2004) .
Theory
In this research a Wi-Fi fingerprinting application created in the Wuhan University was used. This application makes use of the Parametric Signal Strength Distributions for location determination described by Rehim (2004) . As it has already been stated, the process consists of two phases, the offline and online phase.
In the offline phase a radio map is created, signal strengths of the present access points are measured and processed. It is assumed that the signal strength is normally distributed. The location of the various access points is unknown, which reduces the problem to defining the parametric distribution fitting the signal strength as if it would come from a single access point. The parametric distribution is defined by calculating the probability density function (pdf) of the Gaussian distribution.
In the online phase the users measurement (signal strengths s) is compared to the previously created radio map and a location x with the highest probability P is selected and returned. To find the highest probability of certain signal strengths at a certain location, once again the Gaussian distribution is used (Rehim, 2004) .
WI-FI MONITORED FINGERPRINTING.
"Fingerprinting techniques are especially appropriate for the range of frequencies in which GSM and Wi-Fi networks operate (aprox. 850 MHz to 2.4 GHz) because of two main reasons: the signal strength at those frequencies presents an important spatial variability, and also a reliably consistency in time (despite the variable nature of radio signals)" (Martin et al., 2010) . Additionally, the authors state that the fingerprinting methods already proved to be able to deliver better accuracies compared to propagation-based methods. An attempt has been made for localization with only two Wi-Fi monitors. The Wi-Fi monitors were already taken into account in the WLAN-infrastructure in the fingerprinting method for the DaRen application. Therefore the data needed for fingerprinting is already present in the database of the Wi-Fi monitors.
Similar as with normal fingerprinting an offline phase is needed to create the radio map. All the reference points are already measured for the actual fingerprinting method of the DaRen application, however a radio map has to be created. The RSSI measured by both Wi-Fi monitors for every reference point is required to create a radio map of this method. The exact time of every measured reference point is known, which is at least 4 minutes, including the MAC-address of the mobile device that was used for measurement. A query in the database can filter the data, so that the different RSSI values remain for the given reference point and Wi-Fi monitor. The averages of these values are taken into account. This has been done for every reference point for both monitors until a table is created with X, Y and RSSI thus creating the radio map.
Comparison.
There are some advantages and disadvantages of the method as compared to the original fingerprinting which are discussed below: 1. The advantage of Wi-Fi monitoring fingerprinting stems from the fact that no additional application is required to scan the APs and derive the RSSI. On the other hand, Wi-Fi monitors are more expensive than the regular APs used for original fingerprinting. 2. Additional advantage is that all the data is stored directly in the database. The data is accessible every moment of the day and in thus can provide real-time information to the museum. Adding additional Wi-Fi monitors will enrich the information provided thus improving the quality. Furthermore, when the data is stored in the database, it is possible to provide information to the user about the location of other people thus enabling him to avoid crowded exhibits. This also includes people who are not using the application, but who only have their Wi-Fi enabled on their mobile device. On the other hand, the downside of storing data in the database related to privacy issues as users should give permission to let the application use their location for different purposes. 3. The interval between two consecutive scans with the Wi-Fi monitors is relatively big and a smaller interval is required for localization. Visitors of the museums tend to walk slow and therefore give the Wi-Fi monitors the opportunity to scan the users while they are still in the same place. However, this is not a suitable for localization purposes. 4. Besides the differences in method, there is also a difference in signal strength. A comparison has been made between the signal strengths measured by the Wi-Fi monitors and measured by the mobile device. Measurements are used from both devices scanning each other at the same time. A conversion for the signal strength from the mobile device is necessary. The mobile device measures in dBm, while the Wi-Fi monitor measures quality in percentage where the dBm is between -90 and -40.
PRIVACY ISSUES
The 3D indoor navigation system DaRen falls in the category of location-based services (LBS). LBS uses the user location to deliver a service. Privacy is a serious issue for LBS and it can have a great impact on the success of these services. An example of this, are the recycling bins of the company Renew (Datoo, 2013) . This company installed recycling bins with screens in the city of London that can show advertisements to people that are close. In some of these bins Renew has installed tracking devices to detect and track mobile devices, so that the advertisements to be personalised for each mobile device. The problem with this system was that MAC-addresses are tracked without the consent of the user and therefore the tracking system in the bins was not allowed by the city of London.
Besides the legal concerns, there are also the user's concerns about their privacy, such as who receives this location information, for which purpose and for how long is it used and stored (Xu et al., 2009) . For DaRen project, it is important to investigate both legal and user concerns so that users' privacy to be protected. So, that then these concerns can be taken care off in the system, if they apply. In this section, first privacy is discussed where both user concerns and legal concerns are addressed. After that, it is investigates whether these concerns are applicable for the DaRen project and if these concerns are applicable how these concerns should be taken care off.
Privacy
Often, privacy is described as the right to be left alone (Warren and Brandeis, 1890) . This right is also been recognized by the United Nations as a fundamental right in The UN Universal Declaration of Human Rights (Loenen and de Jong, 2007) . There are different kinds of privacy. In this case information privacy, in which information is regarded as personal data, is on interest. Personal data is regulated by the privacy laws of each country.
User concerns
Lot of research concerning the privacy concerns of users using a LBS has been conducted. Those studies reveal that users are concerned about loss of privacy when using LBS (Xu et al., 2009) . The different concerns can be categorized in four groups:
The International Archives of the Photogrammetry, Remote Sensing and Spatial Information Sciences, Volume XL-4/W4, 2013 ISPRS Acquisition and Modelling of Indoor and Enclosed Environments 2013, 11 -13 December 2013, Cape Town, South Africa collection, unauthorized secondary use, errors and improper access. Collection reflects the concern about the extensive amount of personally identifiable data collected and stored in databases. Secondly, unauthorized secondary use is about the concern that information is collected from individuals for one purpose but is used for another secondary use without consent. Errors reflect the concern that protection against deliberate and accidental errors in personal data is inadequate. Improper access is the concern that data about individuals are readily available to people not properly authorized view or work with data. The abovementioned concerns should be considered in the design and implementation of the application. Especially the proper communication of privacy issues related to the application should be of primary importance. Users should be aware that their privacy is protected.
Legal Concerns
In many countries the privacy concerns are addressed by applying regulation. This means that regulations can differ per country. Therefore, in this subsection the current legislation current legislation regarding protection of privacy in the Netherlands and China are investigated.
Netherlands.
According to the Dutch law information is personal when it can identify or has a possibility to identify a specific person. If information is personal, regulations should be applied on this information as described in the "Wet Bescherming Persoonsgegevens" (WBP, 2011) . According to this law the user should give prior consent in order for his personal information to be used. Furthermore, it should be stated which information is used and for what purpose. Also, it s not allowed this information to be later used for other purposes or to be sold to a third party without consent. Finally, personal information is only stored till the point that information does not serve its purpose anymore and the stored information should be sufficient protected to prevent people from gaining unauthorized access. Further, this year the Article 29-working group (Article 29 Working Party, 2013) which are the privacy supervisors for the European Union gave their opinion on the area of privacy and mobile applications/LBS. They provide mobile application developers with some obligations and recommendations. Most of the obligations are more-or-less implemented in the Dutch Law. On the other hand, the recommendations such as informing the public when there is a data leak and use in the privacy condition information special for European users, are more interesting.
China.
In China there is currently no specific legislation for protecting personal information. Only a guide of personal information protection was published in November 2012 (Shi, 2012) , which became a national standard since February 2013 (Zhang, 2013) . This guide divides the personal information into personal general information and personal sensitive information. The personal sensitive information is the information that can lead to harmful effect on the person when it is revealed or changed, such as the ID number, phone number and fingerprint. The personal general information is all other personal information excluding sensitive information. According to this definition, the writer thinks the anonymous personal location information belongs to the personal general information, which is allowed to be collected and processed under tacit or expressed consent of the information source. That means that if the person does not explicitly express his or her dissent on being tracked, then his or her location can be recorded and used.
Privacy concerns DaRen
The first step is to identify the occurrence of personal information in the DaRen system in order to find out if data protection regulation has to be applied on the system. Since the main difference in the privacy regulation of the Netherlands and China is that the in the Netherlands the implementation is regulated by law while the substance is more-or-less the same, the Dutch privacy regulation is used to detect the occurrence of personal information. As it has already mentioned, according to the Dutch law information is personal when it can identify or has a possibility to identify a specific person. Normally in LBS during the localization or tracking of a mobile device, personal information is collected as the MAC address of the device is scanned. In DaRen project the user does not have to provide any personal information while using the mobile phone application. However, the localization component includes two sub-systems. The subsystem that provide the museum visitors' location in the application does not make use of the MAC address but the sub-system that provides the information to the museum managers makes use of it and therefore the data falls under the data protection regulation. In case that the two subsystems will be integrated into one, the implementation of privacy terms and conditions would be indisputable. The application should ask for the user's permission before being installed on the device and the purpose of collecting the MAC address of the device should be clearly stated. Moreover, personal data should be sufficiently protected from unauthorized use.
CONCLUSIONS
This paper gave insight on WiFi smartphone monitoring with respect to the WiFi fingerprinting method for the purpose of a 3D indoor navigation system. The advantages and disadvantages of both systems were listed and a conclusion is made based on the arguments given in this paper and the reallife problems that were encountered during the creation of a 3D indoor navigation application for the Hubei Provincial Museum.
